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Definition of Terms

In this policy, unless the context otherwise requires:-

e Critical Information Infrastructure: Refers to physical and
digital assets, including essential services and information sys-
tems, an attack on which would severely impact public security
and national interests.

e Cyberspace: A virtual environment comprising interconnected
information, information infrastructure, information systems,
and human resources that convert and utilize information as
knowledge, along with the associated institutional and social
culture.

* Digital Identity: An identity adopted or claimed in cyberspace
by an individual or an institution.

¢ Digital Identity Protection: The act of safeguarding the dig-
ital identity of individuals or institutions utilizing cyberspace,
preventing unauthorized access, and securing common digital
identities.

e Cyber-attack: Malicious acts within cyberspace that include,
but are not limited to, disruption of critical infrastructures, un-
authorized access, data theft, psychological warfare, and other
forms of cyber threats.

e Data Privacy: The right to personal data privacy and protec-
tion, which encompasses safeguarding against unauthorized ac-
cess to personal data, preventing its disclosure to third parties
without the owner’s consent, and ensuring the integrity of the
information.

Acronyms

FDRE Federal Democratic Republic of Ethiopia

ICT Information and Communication Technology
INSA Information Network Security Administrtion
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Introduction

The contemporary world is progressively digitized, with Information
and Communication Technologies (ICTs) becoming foundational to all
facets of life, encompassing social, economic, political, and security
sectors. While this digital transformation presents immense opportu-
nities, it concurrently introduces novel and intricate challenges, partic-
ularly within the domain of cybersecurity. Cyber threats are evolving
with remarkable rapidity, posing substantial risks to national critical
infrastructures, sensitive data, and the holistic well-being of citizens.

Ethiopia, akin to many nations, acknowledges the imperative need to
safeguard its digital assets and cultivate a secure and resilient cyber-
space. This National Cyber Security Policy (NCSP) has been meticu-
lously developed to address these dynamic challenges, leverage the
advantages of digital transformation, and robustly protect national in-
terests within the digital realm. It meticulously delineates the strategic
approach, overarching objectives, and comprehensive implementa-
tion framework requisite for establishing a formidable national cyber-
security posture.
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Part One

Policy Need, Vision, Mission,
and Objectives

1.1 The Need for the Policy

+ An up-to-date national cybersecurity policy is essential to
leverage the opportunities presented by cyberspace and
to mitigate the risks associated with its complex, dynamic,
unpredictable, and technologically advanced nature.

+  Cyberspace significantly impacts Ethiopia’s socio-cultural,
political, economic, and security landscape, necessitating
cybersecurity policy directions that consider the existing
national context.

« It is imperative to defend against and respond to the
progressively increasing cybersecurity threats, vulnera-
bilities, and attacks on information and critical infrastruc-
tures, particularly given the widespread ICT infrastructure
development in the country.

« Thereis a critical need to enhance coordination and part-
nership among public and private institutions and other
stakeholders, ensuring an equitable and complementary
role in leading and administering the cybersecurity sector.

« Itis necessary to develop, lead, and shape cyberspace in
cooperation with the private sector, acknowledging its
growing involvement in critical infrastructure and its mul-
tifaceted future potential.
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1.2

These mechanisms will facilitate the formulation of legal
frameworks and regulatory systems, build research and
development capabilities, and enhance awareness to
effectively mitigate existing and potential cybersecurity
threats and vulnerabilities.

Fundamental Assumptions

e Government Leadership and Commitment:
The government will provide strategic direction for the
coordinated allocation of resources and capabilities
necessary for the effective implementation of the Na-
tional Cybersecurity Policy (NCP).

e Shared Responsibility:
Recognizing that cybersecurity is a concern for all
stakeholders, citizens, the government, the private
sector, and other relevant entities will implement the

NCP with a strong sense of ownership.
* Rule of Law:

Allcybersecurity activities will be conducted based on
the rule of law, respecting constitutional rights, free-
doms, equitable benefits of citizens, and ensuring

transparency.
* International Cooperation and Partnership:

Strong internatignal cooperation and partnerships will
be fostered, acknowledging the cross-border nature of

cybersecurity' threats, vulnerabilities, and attacks.
e Ethiopian Values:

The Natiohal Cybersecurity Policy will be implement-
ed in a‘manner that respects and upholds Ethiopian
values.
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1.3 Vision

To foster a globally compe-
tent and resilient national
cybersecurity capability
that positions Ethiopia as a
model for African prosper-

ity.

1.4 Mission

To protect the national in-
terests of the country by
building a self-reliant cy-
bersecurity capability that
safeguards the nation’s in-
formation and critical infor-
mation infrastructure from
cyber




1.5 Objectives

To build a resilient cybersecu-
rity capability that can moni-
tor, detect, and warn against
threats and vulnerabilities, and
promptly prevent and respond
to cyberattacks.

To ensure that cybersecurity, in
its process and outcome, pro-
tects citizens' privacy, human
rights, and democratic rights,
thereby assuring sustainable
peace and development.

To establish strong national, re-
gional, continental, and interna-
tional partnerships and collabo-
ration on cybersecurity.

To build indigenous techno-
logical capabilities and deploy
systems that sustain critical in-
frastructure and information
resources through Research &
Development (R&D) that meet
international standards.

To foster a rational and aware
society that uses cyberspace
with knowledge and reason by
building a national cybersecuri-
ty culture.
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1.6 Principles

e Responsibility: All public and private institutions are
responsible for protecting the security of their informa-
tion, information infrastructures, and systems, as well as
ensuring the secure and proper use of cyber technology
products and services.

e Resilience: It is imperative to sustain cybersecurity by
withstanding challenges in cyberspace, maintaining resil-
ience, and remaining stronger and more agile.

* Sovereignty-Centric: The country must ensure that its
cyber sovereignty and national interests remain intact in
all its international cooperation, negotiations, and agree-
ments related to cybersecurity.

e Coordination and Partnership: As ensuring cyberse-
curity requires the participation of all concerned bodies,
public and private institutions, and other stakeholders
must work in coordination and partnership.

¢ Global Compliance: The task of securing cyberspace
is an international practice and will be accomplished in
alignment with international laws, principles, and agree-
ments.

e Balancing Privacy and Security: The NCSP will be im-
plemented in a way that strikes a balance between the
protection of cybersecurity and respecting the rights and
privacy of individuals.

1.7 Scope of the NCP

The National Cybersecurity Policy (NCP) applies to all public,
private, and non-governmental institutions, as well as all

citizens within the country
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Part Two
Focus Areas and Strategies

2.1. Policy Issues

Maintaining state sovereignty in the cyber world is
increasingly challenging. A state that has not developed
competent cyber capabilities will find its cyber sover-
eignty compromised. This is largely due to the difficulty
in accessing technology, which is often controlled by a
few leading nations, and the i nherent dominance such
technology provides. Consequently, states lagging in tech-
nological advancement are highly vulnerable. However,
given current realities, excluding oneself from cyberspace
is not an option; countries have become integral to this
globalization. Therefore, nations have chosen to ensure
cybersecurity by developing regulatory mechanisms
alongside building robust cyber technology capabilities.

Although Ethiopia is categorized as a developing country,
it is not immune to the vulnerabilities associated with cy-
ber technology. Thus, it must establish a regulatory frame-
work in addition to enhancing its cyber defense capabili-
ties through internal research and development initiatives
or strategic procurement of cybersecurity technology. In
this process, it is essential to build a knowledge-based
system by understanding the inherent complexities of
the cyber world.

Considering both global and national cybersecurity
realities, key policy issues have been identified.
Accordingly, the National Cyber Security Policy (NCSP)
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comprises seven major policy focus areas: Legal and
Regulatory Framework, Awareness, Capacity Building,
Research and Development, Digital Identity and Person-
al Data Protection, Critical Information Infrastructure
Protection, and International and National Cooperation.

2.2.Legal and Regulatory Framework
2.1.1. Policy Statement

It is crucial to develop and implement up-to-date
legal and regulatory frameworks consistent with
current realities. These frameworks are essential
to reduce progressively increasing cybersecurity
vulnerabilities and threats, defend against attacks,
and hold perpetrators accountable. Therefore, it is
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vital to develop and implement cybersecurity laws,
policies, strategies, standards, and other regulato-
ry mechanisms to prevent cybercrime, cyberter-
rorism, cyber espionage, and other illegal activities
within the country. To this end, the following legal
and regulatory goals, strategies, and tactics have
been designed and will be implemented.tegies, and
tactics are designed and implemented.

2.1.2. Goals

The goals of the legal and regulatory frame-
work shall be to:

Develop and regularly revise cybersecurity legal and
regulatory frameworks that align with international
laws and standards adopted by the country.

Build the capacity of executive, judicial, and legisla-
tive bodies to prevent cybercrime, cyberterrorism,
cyber espionage, and other illegal activities.

Establish a regulatory system that ensures domes-
tic and imported cybersecurity products and
services, as well as the installation of key infrastruc-
tures, meet the country's cybersecurity standards.

Establish standardized legal and regulatory frame-
works for data collection, analysis, dissemination,
usage, storage, and disposal to enhance public
trust in the country’s cybersecurity capabilities.

2.1.3. Strategies and Tactics

1.

Developing and revising binding and up-to-date
substantive and procedural legal frameworks and
regulatory systems that align with national
cybersecurity conditions.
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Tactic One : Cybersecurity laws, standards, and
systems applicable to government and key
private institutions will be developed and
implemented.

Tactic Two : All stakeholders will be engaged in
the development process of cybersecurity
legal and regulatory frameworks to enhance
their acceptance and enforcement.

Tactic Three : Regulatory technologies will be
applied to ensure legal accountability in
cybersecurity activities.

Producing and continuously building the capacity
of competent executive, judicial, and legislative
bodies in the area of cybersecurity laws and
regulatory mechanisms.

Tactic : To enforce cybersecurity legal and
regulatory  frameworks, the capacity of
investigators, prosecutors, judges, and
other judicial bodies will be continuously
built through education, training, discussion
forums, conferences, and other mechanisms.

Developing quality control and other regulatory
standards that govern the supply of cybersecurity
products and services, and the disposal of
deteriorated products.

Tactic: Quality and reliability checks on domestic
and imported cybersecurity products will be
conducted, and the capacity of implementers
will be continuously builty.

Investigating and prosecuting illegal cyber
activities and creating deterrence to ensure the
confidentiality, integrity, and availability of
information.

Tactic One : Practical monitoring and controlling
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mechanisms for cybercrime will be estab-
lished.

Tactic Two : Criminals will be prosecuted in
collaboration with the judiciary.

Tactic Three : Court cases related to cyberse-
curity issues will be made public.

2.3. Cyber Security Awareness

2.3.1. Policy Statement

Cybersecurity results from the interaction between
technology, processes, and humans. Therefore, it is
critical  to prevent  cybersecurity threats,
vulnerabilities, and attacks that may arise, especial-
ly due to a lack of knowledge, distorted attitudes,
and performance gaps among public and private
institutions and citizens. The government will focus
on the following goals, strategies, and tactics to
foster a knowledge-based information-sharing
culture regarding information value and cyber-
attacks, thereby achieving attitudinal and behavior-
al changes within the country.

2.3.2. Goals

The goals of cybersecurity awareness shall be

to:

* Build knowledge and improve attitudes
towards cybersecurity among public and
private institutions, professional and civic
associations, and citizens.

* Reduce cybersecurity vulnerabilities and
threats, and prevent cyberattacks that may
arise from carelessness, ignorance, and
negligence.
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+ Raise public awareness and bolster
a national cybersecurity culture to further
reduce cybersecurity vulnerabilities and
threats, and prevent cyberattacks.

2.3.3. Strategies and Tactics

+ Establishing institutional structures and systems
that enable the enhancement of cybersecurity
awareness.

Tactic One : Cybersecurity awareness schemes
will be made available to society through
expanding and strengthening the institutional
structure of entities engaged in cybersecurity.

Tactic Two : Awareness-raising activities will be
performed using technologies that provide a
quick response to cybersecurity incidents.

Tactic Three: Cybersecurity Awareness Clubs will
be established in educational institutions.
Tactic four : Cybersecurity awareness programs
will be expanded using social institutions.

* Developing standardized national cybersecurity
awareness frameworks and programs to be imple-
mented in public and private institutions.

Tactic One : Periodic and continuous discus-
sions, forums, and similar awareness
creation events on the security of key
information infrastructures will be organized.

Tactic Two : National cybersecurity awareness
campaigns will be carried out.

Tactic Three : Public and private institutions will
allocate sufficient and equitable resources
for awareness creation programs for their

workers and leaders.
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* Equipping mass media with systems that enable
them to raise and develop awareness on the value
of information and the basics of cybersecurity
awareness.

Tactic One : Various up-to-date cybersecurity
awareness programs will be produced and
broadcast by mass media to raise public
awareness and understanding.

Tactic Two : Mass media, private entities, civic
organizations, and other bodies involved in
cybersecurity awareness will be recognized
and commended.

2.4. Capacity Building on Cyber Security

2.4.1. Policy Statement

The lack of trained personnel and robust cybersecurity
systems and institutional structures has contributed
to the country's lower level of cybersecurity capacity.
As a consequence, citizens, government, and private
institutions have become vulnerable to various forms
of attacks and have been deprived of the ben-
efits cyberspace could have provided. There-
fore, recognizing that building strong cybersecurity
capability plays a significant role in a country's eco-
nomic, political, and social development and transfor-
mation, the government sets forth the following goals,
strategies, and tactics. These aim to foster a strong
cybersecurity culture, expand educational and training
programs, build institutional and structural capacity,
establish work processes, and ultimately create a

resilient and dynamic national cyber capability.
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2.4.2. Goals

Cybersecurity capacity building shall have the
following goals:

« Establish structures and build capabilities
that enable the detection of and response to
cybersecurity threats, vulnerabilities, and
attacks.

« Strengthen the cybersecurity capacity of
public, private, and higher education institu-
tions.

«  Produce competent cybersecurity experts
and leaders at the national level.

2.4.3. Strategies and Tactics

* Establishing a standardized cybersecurity educa-
tion and training program in the country by de-
veloping a cybersecurity curriculum for primary,
secondary, and higher education institutions.

Tactic One : Cybersecurity education will be
included in the country’s education policy.

Tactic Two : Up-to-date educational and training
certification programs will be made available
for professionals to enhance their cybersecu-
rity capabilities.

Tactic Three : A competency standard for
cybersecurity professionals will be set.

* Developing efficient and capable institutional
structures and systems that enable the
cybersecurity capacity building scheme.

Tactic One : Public and private institutions shall
implement systems that facilitate cybersecu-
rity knowledge transfer.

Tactic Two : Structures for fostering cybersecu-
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rity knowledge and skills shall be established
and implemented by public and private
institutions.

Tactic Three : Institutions that train, recruit,
and enhance talent in cybersecurity shall
be established, and existing ones shall be
strengthened.

Establishing an efficient cybersecurity knowledge
management and transfer system at the national
level.

Tactic One : Platforms for sharing best practices,
experiences, and knowledge on cybersecuri-
ty among government, private, and higher
education institutions shall be set up.

Tactic Two : A permanent exhibition center and
libraries that facilitate cybersecurity knowl-
edge transfer shall be established.

Developing a strong and competent workforce
through creativity and talent-based programs
that help protect national interests.

Tactic One : Competency building schemes shall
be implemented for experienced and newly
recruited professionals in key information
infrastructure  institutions,  with special
attention to their personality and talent.

Tactic Two : Forums to develop creativity and
talent will be organized in coordination with
international institutions engaged in cyber-
security.

Tactic Three :Cybersecurity competitions and
exercises that help identify and promote
innovations and talents will be organized.
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2.5. Cybersecurity Research and Devel-

opment

2.5.1. Policy Statement

Given the inherently complex, dynamic, and
unpredictable nature of cyberspace, it is crucial
to study challenges associated with emerging
technologies and propose solutions. It is also vital
to focus on Research and Development (R&D) that
fosters knowledge, skills, and innovations in this
area. Furthermore, it is imperative to develop cyber
infrastructures and technologies, expand technolo-
gy transfer and innovations, and conduct R&D that
has a national and international impact at various
levels. Consequently, the government strives to
cultivate indigenous research capacity in the area,
build a cybersecurity industry through organized
research and development, and protect intellectu-
al property rights. To this end, the government
identifies the following goals and strategies and
works to achieve them.

2.5.2. Goals

Cybe
have

rsecurity research and development shall
the following goals:

Ensure cybersecurity products and services that
protect critical information infrastructures are
based on R&D.

Identify cybersecurity threats, vulnerabilities, and
attacks through research and provide solutions.

Build R&D capacity based on indigenous knowledge
and innovation to ensure cybersecurity.
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+ Foster an internationally competent and integrated
national cybersecurity R&D culture.

2.5.3. Strategies and Tactics

* Supporting indigenous cybersecurity products
and services with research and development.

Tactic One : Activities enabling the leadership of
the cybersecurity industry through research
and development shall be initiated.

Tactic Two : Research-based indigenous cyber-
security solutions that protect key infrastruc-
ture from attacks shall be made accessible to
users.

Tactic Three : Various incentives to motivate
the innovation of new products and services
that promote cybersecurity research shall
be provided.

Tactic four : R&D programs that produce val-
ue-added products and services by adopting
new technologies shall be designed.

* Expanding programs that enable the building of
R&D capacity on cybersecurity by fostering coop-
eration and partnership between higher educa-
tion institutions and the industry.

Tactic One : Knowledge, skills, experience, and
technological capacity necessary to accom-
plish R&D tasks shall be built.

Tactic Two : Cybersecurity Centers of Excellence
in various research institutions, security
agencies, and higher education institutions
shall be established, if deemed necessary.

Tactic Three : Knowledge and experience-shar-
ing forums, conferences, and other events
that build R&D capacity among cybersecurity
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stakeholders shall be held.

Tactic four : R&D activities shall be carried out by
government and private institutions in coor-
dination with higher educational institutions.

Tactic five : A standard that determines the ca-
pability and quality of bodies involved in cy-
bersecurity R&D capacity building shall be
set.

* Supporting R&D that continuously enables the re-
duction of threats and vulnerabilities, the defense
against and response to attacks, and the building
of resilience.

Tactic One : Continuous R&D support shall be
provided to protect against vulnerabilities
and attacks facing key information infrastruc-
tures.

Tactic Two : A conducive environment that en-
ables the private sector to participate in the
country's cybersecurity R&D programs will be
created.

* Promoting R&D in cybersecurity issues that con-
stitute a national priority, considering actual and
potential cyber threats.

Tactic One : R&D activities shall be conducted
with special attention to threats arising from
technological development that may cause
damage to the country’s security.

Tactic Two : A resilient national cyberspace and
cybersecurity industry development shall be
supported with R&D.
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2.6. Digital Identity and Personal Data
Protection

2.6.1. Policy Statement

Inadequate protection of digital identities and
personal data can lead to cyberattacks on citizens,
identity-based attacks, and deviations from so-
cietal culture and values, resulting in compromised
privacy and human rights. Therefore, the govern-
ment sets the following goals and strategies to
prevent psychological attacks on citizens, raise
public awareness, reduce the risk and vulnerabili-
ty of digital identity and personal data, and ensure
the security of information infrastructures used by
citizens.

2.6.2. Goals

The protection of digital identity and personal
data shall have the following goals:

Ensure credible digital services and personal data
protection for citizens.

Protect national values and norms from cyberse-
curity threats, vulnerabilities, and attacks by
enhancing the constructive role that cyberspace
can play in educating children.

Protect against and minimize gender-based
cyberattacks, sexual harassment, and psychological
influence that may occur in cyberspace.

Protect against religious, ethnic, and other
identity-based digital attacks.
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2.6.3. Strategies and Tactics

* Developing binding legal frameworks for the pro-
tection of digital identity and personal data, and
establishing technology-based systems.

Tactic One : Frameworks to ensure the security
of personal data shall be developed and im-
plemented in a coordinated manner.

Tactic Two : A technology-based cybersecurity
regulatory system that does not compromise
data privacy will be implemented.

Tactic Three : Directives for personal data col-
lection, processing, and regulation shall be
developed.

Tactic four : There shall be a balanced approach
towards personal data protection in the due
process of ensuring cybersecurity.

+ Establishing a system to ensure the security of
government electronic services.

Tactic One : A personal data protection agree-
ment that addresses the rights and obliga-
tions involved during personal data collection,
storage, and usage by concerned institutions
shall be reached.

Tactic Two : Institutions shall be overseen to in-
clude provisions for the protection of individ-
ual privacy rights in their cybersecurity direc-
tives and other guidelines.

Tactic Three : Continuous monitoring and anal-
ysis regarding personal data protection of
individuals shall be carried out in every insti-
tution.

* Establishing a system to prevent religious and
ethnic-based derogatory comments and similar

identity-based attacks using cyberspace.
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Tactic One : Regulations and operational proce-
dures that prohibit hate speech and related
issues, and that promote the proper use of
cybersecurity, shall be implemented.

Tactic Two : Regulatory technologies to detect
and protect against cyber-based hate speech
and fake news shall be applied.

* Developing frameworks and establishing opera-
tional procedures that protect the good character
and security of teenagers in cyberspace.

Tactic One : Monitoring mechanisms to prevent
the violation of digital rights of children shall
be in place.

Tactic Two : Institutions shall perform their tasks
while respecting the digital rights of children.
Tactic Three : Controlling mechanisms to
protect children from anti-cultural content
focused on children in cyberspace shall be in
place.

* Supporting institutions to develop programs that
protect the digital identity of women and chil-
dren.

Tactic One : Public campaigns shall be organized
to strengthen the protection of digital identity
and personal data of women and children

Tactic Two : Discussion forums on digital priva-
cy rights protection for women and children
shall be facilitated.

Tactic Three : Actions shall be taken to reduce
cyber-based psychological attacks on women.
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2.7. Critical Information Infrastructures
Protection

2.7.1. Policy Statement

As information becomes an increasingly valuable
resource, it is crucial to protect critical information
infrastructures from cyberattacks, reduce cyber
threats and vulnerabilities, and enhance resilience.
Recognizing the importance of protecting critical
information infrastructure for ensuring cybersecu-
rity and fostering trust, the government gives due
attention to this sector. Therefore, to prevent cyber
incidents and attacks that may target critical infor-
mation infrastructures, and to properly govern and
manage the country’'s economic, social, and political
issues in coordination and partnership with the pri-
vate sector, the government will operate by setting
the following goals and strategies.work by setting
the following goals and strategies

2.7.2. Goals
Strategies and Tactics

Develop the capacity to identify, prevent, and
respond to cyber threats, vulnerabilities, attacks,
and damages to critical information infrastruc-
tures and institutions.

Ensure the security of imported and local critical
information infrastructure products and services.
Create coordination and partnership between the

public and private sectors to provide special pro-
tection for critical information infrastructures.
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2.7.3. Strategies and Tactics

* Building institutional structures and capacity, and
establishing operational procedures that enable the
identification, defense against, and response to poten-
tial threats, vulnerabilities, attacks, and damages to
critical information infrastructures.

Tactic One : A coordinated national cybersecu-
rity system will be implemented to ensure
the cybersecurity of critical information in-
frastructure within public and private institu-
tions.

Tactic Two : An entity capable of detecting and
providing rapid responses to attacks on crit-
ical information infrastructures shall be in-
cluded in the organizational structure of each
critical infrastructure.

Tactic Three : A national critical information in-
frastructure security governance system will
be established and continuously updated in
compliance with new developments.

* Building capacity to develop standardized control sys-
tems for preventing attacks on critical information in-
frastructures

Tactic One : Public and private institutions shall
implement international standards and na-
tionally contextualized cybersecurity laws,
policies, standards, and frameworks.

Tactic Two : Critical information infrastructure
sectors will be required to design and incor-
porate programs that address international
issues, complying with the country’s informa-
tion security standards and operational pro-
cedures.
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Tactic Three : Education and training on current
issues will be conducted, and discussion fo-
rums will be organized for stakeholders to
detect, prevent, and respond to threats, vul-
nerabilities, attacks, and damages to critical
information infrastructures.

Tactic four : Capacity will be built to produce
and supply indigenous products and services
used to secure critical information infrastruc-
tures.

Developing secure information infrastructure products,
services, communication systems, reliable networks,
and control systems technology.

Tactic One : A standard for ensuring the securi-
ty of critical information infrastructures, ICT
products, and services shall be employed.

Tactic Two: Information and information

Tactic Two : Information and information infra-
structure vulnerability assessments, penetra-
tion testing, and security audits shall be con-
ducted, and immediate remedial action will
be taken at any time

Enhancing the role of public and private institutions,
and other concerned stakeholders to provide special
protection for critical information infrastructures.

Tactic One : By persistently identifying critical in-
formation infrastructures, criteria for setting
their roles and responsibilities will be pre-
pared and implemented.

Tactic Two : A 24/7 physical and virtual protec-
tion is provided for critical information infra-
structure and systems;

Tactic Three : The duties and responsibilities of
all stakeholders will be identified to provide
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special protection for critical information in-
frastructures.

2.8.National and International Cooperation

2.8.1. National Coordination and Part

nership

2.8.1.1. Policy Statement

Given that cyberspace and attacks within it are
complex, unpredictable, dynamic, and borderless,
its security cannot be managed by a single gov-
ernment or a limited number of institutions alone.
Hence, establishing national coordination and part-
nership and tackling cybersecurity threats should
be a shared responsibility of all stakeholders. In
particular, the development of cybersecurity prod-
ucts and services requires the active participation
of the private sector.

The private sector has been making progress in in-
volving itself in the information technology indus-
try development sector. However, while the private
sector can play a key role in accelerating the coun-
try's cybersecurity efforts, its current participation
in this area is limited. To change this scenario, the
government encourages the involvement of the pri-
vate sector in the development of the cybersecurity
industry. Therefore, to ensure cybersecurity at the
national level, the government mobilizes and utiliz-
es available national capacity and enhances the role
of the private sector. To this end, it sets the follow-
ing objectives and strategies and implements them.
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2.8.1.2. Goals

The goal of national coordination and partnership
shall be to:

+ Establish and strengthen coordination and part-
nerships among government, the private sector,
and relevant stakeholders to ensure national
cybersecurity.

« Enable local private sectors engaged in cybersecu-
rity product and service delivery to be competitive
in both local and international markets.

2.8.1.3. Strategies and Tactics

* Establishing a system of coordination and partnership
between public and private sectors that play a key role
in national cybersecurity.

Tactic One : A system that governs cybersecurity
coordination and partnership shall be estab-
lished and implemented.

Tactic Two : National cybersecurity discussion
platforms that strengthen coordination and
collaboration will be formed and regularly
held at the national level.

2. Enabling citizens, the private sector, civic societies,
and other stakeholders to play their part in defending
against cyber attacks;

Tactic One : Enabling citizens, the private sec-
tor, civil societies, and other stakeholders to
play their part in defending against cyberat-
tacks.

Tactic Two : There shall be an experience-shar-
ing and knowledge transfer scheme among
cybersecurity stakeholders.
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* The Ethio-CERT will be used as a bridge among all pub-
lic and private institutions for cybersecurity.

Tactic One : Both public and private institutions
shall be enabled to have a Computer Emer-
gency Response Unit for experience-sharing
on cyber incidents.

Tactic Two : The systems of the Computer Emer-
gency Response Units of both public and
private institutions shall be coordinated and
aligned with the national CERT.

1. Establishing a system of coordination and partnership
e that will increase and strengthen the participation and

contribution of the local private sector in the develop-
ment of cyber security industry;
G N
- ¥

Tactic One : Programs shall be developed and
implemented to help create new institutions
and strengthen existing ones.

Tactic Two : An incentive system shall be estab-
lished for entities that produce cybersecurity
products for the benefit of the public.

Tactic Three : A supporting mechanism that en-
ables standardized cybersecurity products
and services to compete in the domestic mar-
ket shall be in place.

Tactic four : Due focus shall be given to the pri-
vate sector to make it competitive in interna-
tional markets.

2.8.2. International Cooperation

2.8.2.1. Policy Statement

To mitigate threats and vulnerabilities and to defend
against attacks that may arise from the dynamic
and borderless nature of cyberspace, countries for-
mulate and implement diverse policies, strategies,
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standards, practices, and perspectives. While this is
a step forward, without cooperation among coun-
tries, it will be challenging to maintain cybersecurity
at the required level. As a result, countries opt for
international cooperation to defend against cyber-
security threats, vulnerabilities, and attacks, to en-
hance cybersecurity levels, and to create a secure
cyberspace. Recognizing this fact, the government
has set international cooperation as a policy focus
area to enable knowledge and technology transfer
and to facilitate the prevention of organized cyber-
crime, such as cyberterrorism, cyber espionage,
and other transnational cybercrimes.

2.8.2.2. Goals
The goal of international cooperation shall be to:

Foster cooperation to prevent cybercrime, cyber-
terrorism, cyber espionage, and related cross-bor-
der security threats.

Integrate international cooperation on cybersecuri-
ty into the country's cyber diplomacy.

Encourage and promote bilateral and multilateral
cybersecurity agreements.

2.8.2.3. Strategies and Tactics

Establishing a system of cooperation to address legal
issues related to cybercrime, cyber terrorism, cyber
espionage, and related cross border cyber security
threats;

Tactic : International cooperation and partner-
ship agreements on cybersecurity will be
made.

Establishing international cooperation based on tech-
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nical and legal frameworks to prevent cross-border cy-

bercrime, cyberterrorism, cyber espionage, and related
attacks

Tactic One : : Experience-sharing mechanisms
with various countries and international or-
ganizations for defending against cyberat-
tacks will be facilitated.

Tactic Two :There will be information-sharing
and technical cooperation and assistance ar-
rangements with other countries.

Tactic Three : Cybersecurity will be an integral
part of foreign policy.

Establishing a system to accelerate international expe-
rience sharing and knowledge transfer.

Tactic One : Studies that enable active partic-
ipation in international, continental, and re-
gional agreements and negotiations will be
conducted.

Tactic Two : A conducive environment will be
created for private and public institutions to
strengthen their cybersecurity ties with other
governments and private institutions.

Tactic Three : International training will be facil-
itated to develop competent human resourc-
es on cybersecurity issues.

Creating compliance between the country’s cyberse-
curity laws and policies with international legal frame-
works and standards.

Tactic One : There will be active participation in
international cybersecurity cooperation fo-
rums in line with the country’s needs.

Tactic Two : Awareness will be created regard-
ing relevant international laws signed and
ratified by the country, and on the trends of

the sector.



3

i
?
4
|
k.







National Cyber Security Policy

Part Three

Policy Implementation Framework
3.1. Success Indicators

The success of the National Cyber Security Policy
will be measured by the following indicators:

Achieving stable socio-cultural, economic, and
political conditions through the reduction of
cybersecurity risks, threats, vulnerabilities, and
attacks.

Developing robust cybersecurity capabilities
and systems at national, sectoral, and institu-
tional levels.

Delivering cybersecurity products and services
through enhanced national capabilities.

Fostering a security-aware society that utilizes
cyberspace responsibly and cultivating a strong
national cybersecurity culture.

Establishing a thriving cybersecurity industry
with active private sector participation.

Forming mature and impactful cybersecurity
partnerships and collaborations at internation-
al, regional, and national levels that contribute
to the maintenance of national interests.

Developing an integrated national database
that reflects national capabilities.
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3.2. Policy Revision

To ensure cyber security in our country, it is neces-
sary to create strong institutions and to strengthen
the existing ones. Cognizant of this fact, the gov-
ernment has established INSA and Ethio-CER2T to
protect and respond to cyber attacks targeting the
country and its key infrastructures.

To ensure cyber security, it is important to cooper-
ate and work in partnership with various national
institutions. To make this collaboration and part-
nership effective, National Cyber Security Council,
which comprises the concerned government and
private bodies, and other stakeholders, will be es-
tablished. The government may establish new insti-
tutions and task forces at the national and sectoral
levels to facilitate the implementation of the policy,
or assign additional responsibilities to the existing
institutions. The institutional structure will be for-
mulated in away that it enables the due implemen-
tation of this NCSP taking into account the private
sector involvement.

3.3. Roles and Responsibilities of Stake

holders

INSA will oversee the administration of the policy.
However, it is incumbent on all government insti-
tutions, private sectors with key information infra-
structures, and other concerned stakeholders to
implement this NCSP. They also have the respon-
sibility for designing and implementing the respec-
tive cyber security programs in consistence with
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this NCSP and international standards.

3.4. Monitoring and Evaluation

To measure the effectiveness of the NCSP at all levels
and to realize the execution process, a monitoring and
evaluation system which includes the following key is-
sues shall be in place:

1.

An action plan for the implementation of the pol-
icy shall be prepared by INSA; the Cyber Security
Council will play its role for the implementation.

A monitoring and evaluation system shall be estab-
lished to ensure that public and private institution
and other stakeholders carry out the relevant activ-
ities specified in the NCSP, perform activities listed
in the NCSP implementation frameworks, establish
the necessary institutional structure, and allocate
the required budget and resources;

To assess the implementation of NCSP, data collec-
tion, organization, and analysis activities will be car-
ried out, and a reporting system will be established
through coordination by INSA;

An annual stakeholders meeting will be organized
by INSA to evaluate the implementation of the
NCSP;

Based on the results of the monitoring and evalua-
tion of NCSP implementation, directions will be giv-
en to develop other necessary frameworks and, if
need be, to revise the existing NCSP.
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3.5. Legal Issues
Legislation that help implement the policy may be formulat-
ed and enacted.

3.6 Financial Issues

1. The budget required to implement the NCSP and
to carry out other related activities shall mainly be
allocated by the government;

2. The budget allocated for the implementation of
the NCSP shall be run following the monitoring and
evaluation system set in the policy and by the deci-
sion of the body endowed with a legal responsibility
to oversee the NCSP.

3. Projects and programs designed to implement the
policy goals, strategies, and tactics will be carried
out in collaboration with the relevant bodies as
needed;

4. Ascybersecurity is a shared responsibility, all stake-
holders that have a stake in the implementation of
the NSCP allocate their own budgets and carry out
the respective duites and responsibilities.

5. INSA will generate income from the products it de-
livers and the services it provides based on the pro-
visions in the appropriated laws so as to enable it to
implement the policy.

3.7 Success Indicators
The success of the National Cyber Security Policy will be
measured by the following indicators:

Achieving stable socio-cultural, economic, and polit-




National Cyber Security Policy

ical conditions through the reduction of cybersecu-
rity risks, threats, vulnerabilities, and attacks.

+ Developing robust cybersecurity capabilities and
systems at national, sectoral, and institutional lev-
els.

* Delivering cybersecurity products and services
through enhanced national capabilities.

+ Fostering a security-aware society that utilizes cy-
berspace responsibly and cultivating a strong na-
tional cybersecurity culture.

+ Establishing a thriving cybersecurity industry with
active private sector participation.

*  Forming mature and impactful cybersecurity part-
nerships and collaborations at international, re-
gional, and national levels that contribute to the
maintenance of national interests.

« Developing an integrated national database that re-
flects national capabilities

3.8 Policy Revision

The National Cybersecurity Policy (NCP) may be re-
vised due to the impact of political, economic, so-
cial, and technological changes within the country
on cybersecurity efforts. Revisions may also occur
when new requirements emerge from the evolv-
ing roles and responsibilities of public and private
sector institutions in the cybersecurity domain, or
based on directives issued from the findings of NCP
monitoring and evaluation. Accordingly, the NCP
will undergo revision every five years from its rat-
ification date.
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