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Appendix 02 Prohibited Technology Product Lists 

No. Product Name with Description 

 

1.  Covert / Deceptive Surveillance Devices 

2.  Strategic or National Security Computing Systems 

3.  Compromised or Backdoored Systems  

4.  IMSI Catchers / Data Interception Devices  

5.  Cellular Monitoring Devices  

6.  Cellular Direction Finders  

7.  Hardware Security Modules (HSM) – HSMs supporting unauthorized cryptocurrency or digital currency 

transactions prohibited under National Bank of Ethiopia regulations. 

8.  Cryptanalytic / Security Bypassing Systems  

9.  Military Radar Systems  

10.  Electronic Intelligence (ELINT) Systems  

11.  Electronic Attack (EA) / Electronic Countermeasure Equipment  

12.  Satellite Internet Systems (LEO Terminals)  

13.  Spacecraft and Space Systems  

14.  Receiving and Decoding Radios  

15.  VHF/UHF Tactical Radios and HF Communication Systems  

16.  Interception and Jamming Equipment  

17.  Spoofing Systems  

18.  Denial of Service (DoS) RF Systems  

19.  Laser Weapons and Blinding Devices  

20.  Optical Observation Devices (Binoculars ≥15×) 

21.  UAV / UAS / Drone (<50 g and ≥1 kg)  

22.  Digital Forensic Tools  

23.  Anti-Forensic & Hacking Software  

24.  Keystroke Injection & Network Hacking Peripherals  

25.  Counter-Surveillance Detectors  

26.  Illicit / Fraud Devices  

27.  Telecommunication Fraud Equipment  

 


